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Doxer Gets Doxed: “Proud Boy” Chadwick
Jason Seagraves of NCSU

ancoco 2020-11-17

On November 10, 2020 a Twitter user with the handle “@oto666yamaguchi” [1] and the
screen name “Duncan Lemp”[2] claimed to have been “wardriving antifa rioters, letting
them associate with mobile honeypots to access internet” so they could “look at their
traffic.” Included in the tweet was a network diagram that outlined what the poster
purported was a Portland “antifa” network derived from the data culled from this alleged
collection of wifi signals.

-y Duncan Lemp
1@' @Oto666Yamaguchi

For
the last two months, we've been
wardriving antifa rioters, letting them
associate with mobile honeypots to
access internet, so we could look at
their traffic.
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Redacted tweet by “@Oto666Yamaguchi”

Keen-eyed Twitter users familiar with the technological limitations of identifying
individuals as described in the tweet, however, were quick to debunk this premise. The
network diagram, at best, was merely representational of publicly available data from
social media networks. Nevertheless, the diagram put the spotlight on names of real
people in what was obviously an attempt to bring harm and negative attention to
activists, protesters and politically active people who are not in agreement with the
poster.

Perhaps more alarming was the additional dox information posted by

“@O0to666 Yamaguchi” in the tweet. At some point this user posted links to a file
download that contained extensive notes on alleged activists in the Portland, Oregon and
Asheville, North Carolina areas.

.- ;  Duncan Lemp @Oto6e6Yamaguchi - 44m v
w THIS IS IT11!

HERE IS ALL THE ROSE CITY RESEARCH | DID IN LATE 2018 AND 2019. YOU
SHOULD BE ABLE TO USE IT WELL IF YOU MOVE QUICKLY. DOWNLOAD
AND SAVE. MAKE ALL MY TIME WORTH SOMETHING.

The raw plain text of this doc is available here:
Pastebin.com - Potentially offensive content ahe...
Pastebin.com is the number one paste tool since 2002.

= Pastebin is a website where you can store text online for
a set period of time.

Q 3 1 32 ) 100

https://accollective.noblogs.org/post/2020/11/17/doxer-g...

2/7/23, 04:33



Doxer Gets Doxed: “Proud Boy” Chadwick Jason Seagra...

4 of 30

} ;  Duncan Lemp @Oto666Yamaguchi - 44m v
M For reference, this file and associated images are stored here:

This information is shared as a citizen journalist and was all obtained though
Publicly available information. It should be used purely for research purposes.

O 6 11 19 ) 89

The link to the Mega.nz file download was quickly suspended by Mega file hosting.

o v
> Asheville NC An tifa Netwo... A ROS ANY OT R NA &» Download as ZIP

Rose City Image dump

Asheville NC An tifa ... Rose City Image dump Rose City Antifa Start

Mega.nz files linked by “Duncan Lemp@Oto666Yamaguchi”

While this file of alleged dox material was quickly removed from Mega.nz hosting, it
soon appeared at various other hosting services and torrents.

W JGIEEL

Forwarded from NG
Wil

THIS ACCOUNT WAS BANNED - DOWNLOAD THE DATA
WHILE YOU CAN

v N e ad
Forwarded from

ttps://mega.nz/folder/ GGG
6Yg OP also uploaded this archive of Rose City Antifa
members

mega.nz
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90 files

Although the Mega.nz download was removed, the dox material
was quickly distributed through platforms like Telegram
messenger.

Word spread as well among various right-leaning and right-wing internet forums, with
commenters often calling for violence against the exposed individuals.

- ¢ Posted: Today 9:28:57 AM EST

Jul 2020 o "
1737 LRl

Originally Posted By
Has anything been happening with this?

Absolutely not. The cops are their security detail and conservatives don't commit disappearing acts.

This list is buried in the backyard next to the guns for "the day".

A Necbnd. Tadao. 44.70.04 AM COT

T & Posted: 11/11/2020 7:44:15 AM EST

Jul 2020
o ) Quote History

Originally Posted By
Who cares?

It's not like law enforcement or the FBI will ever hold these people accountable for their crimes. They sympathize with them. How else can
you explain the lack of investigations.

These lists aren't for LEO. <~

Comments found on a firearms forum thread regarding “Oto666Yamaguchi” and dox information implying
violence.

and there were more drops to follow.

These new drops are sure getting nuked fast - but there is a 400mb zipfile
named "A ROSE BY ANY OTHER NAME .zip"

Funny coincidence. It's not like white hats ever taunted the other side.

Aman Arman~ s
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pictures and research Into antita spanning 2018-2019Y (other screenshots). |
won't post it directly on gab, since it might draw controversy directly here - but
you can find it popping up on 8kun research threads or /pol/ - and judging by

Portion of a post on Gab referencing the dox material download.

We obtained this material in order to examine its contents, assess its potential for harm
and hopefully pick up a clue on the person or persons compiling this information. What
we found proved to be very interesting indeed.

What are in the files?

The 402.7 MB compressed file entitled “A ROSE BY ANY OTHER NAME” unzips
into several folders containing PDF files and image files that contain information on
alleged “antifa” and “anarchist” activists in the Asheville, North Carolina and Portland,
Oregon areas. The introductory document states:
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Research Conducted ~ Late 2018-19
Research Disclaimer:

Everything I am sharing here is purely as an investigative journalist interested in
mapping the network of an idea, if you will. A completely unorganized, conglomera-
tion of people who Joe Biden has assured the American people are not a threat and
not an organization. So, I’m purely mapping the branches of the Idea tree. This infor-
mation is shared with other citizen journalists and absolutely no harm should come to
the subjects of this research from participating in lawful peaceful protests and free
speech events.

I was not able to complete all the mapping. There is a core group of Rose City Antifa
that all came up together. Little baby anarchists and crust punks. They brought in kids
— like [REDACTED], who was probably 12-13 at the time that many of the old pics I
found in their Facebooks were posted. They made the mistake of posting a Publicly
visible group photo. They all show up in the YT vids from Portland riots starting
2016 and beyond.

They are surrounded by a much larger network of community activists, organizers,
outreach folks, facilitators, etc. I was able to tag some of them as well. There is a
huge image set that will have to go along with this. I’m not going to clean this up too
much. There are lots of my personal notes here referencing their relationships and
specific images. I'll post the images to Mega as they are very important as well if you
want to continue this research.

Remember, all of this was gained from my mad OSINT skills and their inept use of
social media. And Facebook had different settings back then. FB has closed most of
the holes I used to use.

I have tagged a lot of them as Antifa, Black Bloc, etc. Not all Antifa go out blocced
up. Many are have support or admin roles. The ones I knew were into a specific
thing, I’d tag them.

Take this and run with it. Write good news articles. Give the credit that is due to these
heroes of the revolution!

Enjoy — R.

Although the writer states that “no harm should come to the subjects of this research,” it
is hard to imagine that this information was presented for any other reason. Each PDF
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contains extensively researched images and links pulled from social media accounts like
Facebook and Instagram, as well as information likely retrieved from internet “people
search” sites with residential addresses and phone numbers. This basically amounts to a
list of individuals to harm and harass.

The contents of the dump are:

e “Rose City Antifa Starter Pack.pdf” (72 pages)

e “Asheville NC Auntie Fa — Master file part 1.pdf” (41 pages)
e “Asheville NC Auntie Fa — Master file part 2.pdf” (44 pages)
e “Codename Old School.pdf” (3 pages)

[REDACTED].pdf (2 pages)

[REDACTED].pdf (4 pages)

Additionally, there are over a thousand images collected from various sources, mostly
from social media networks. There is some duplication in the collection. A typical page
contains a list of individuals with images and notes on that individual.

Brise
s
x

ANTIFA S i ith the whole gang - This chick organizes all the kickball - tight with

I 1 ttps//www.facebook. com/_
ANTIFA

I’ v
- ]
s
/
- - Real Name

OccupyllEE rchist shit, protests - need profile review

https://www.facebook.com/ i NG
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Pretty sure this is his early account - little used but young pic of him seems to match. Nothing to
be found in that profile though cept that one pic and Pages liked.

https://www.facebook.com/

Contact confirms this guy is one of the ones putting up fliers and took the above pic of him.
black backpack that opens from the top like a purse. easy to get a flyer out then close.

. R

Typical page found in the dump (images and info redacted)

Although the research appears to be relatively unsophisticated social media creeping, the
fact that someone is targeting these individuals is worrying. It is obvious that whoever
collected this information spent considerable time and energy on this project. Also of
note is the author’s particular concentration on members of the LGBTQ community, who
are often described with slurs and disparaging terms.

ANTIFA

Weird antifa tranny - screen cap of this with the || G
e
https://www.facebook.com/ | NG

Search image folder for | GTGTNGNNEEEEE

ANTIFA - Weird tranny th R -0 oroup photos with the whole fi
gang https:/www.instagram.com/ |G

Example of a page in which LGBTQ individuals are described in disparaging terms.
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N
ANTIFA

https://www.instagram.com
_FB - https://www.facebook.com

Shes Fucking [ band dude - she is right in the middle of all of this.

I -

B - (< Daddy dyke with [ and [ 2 s'aves. Hangs with Il and
I - .
https://www.facebook.com/ I
https://www.instagram.com/|j | NN

The author of the document seemed to be peculiarly fixated on the supposed sexual activities of his
subjects.

This particular fixation on the LGBTQ community will play a role later in our
investigation.

Accompanying the PDF files are folders of images compiled by the creeper. We used an
image metadata utility to pull the metadata from these files and examine them. For
context, metadata is basically “information about information.” For an analogy, if a letter
you write is the data, the addressee written on the envelope in which you mail the letter
is the metadata. Files on your computer commonly have metadata to assist or enhance
functionality. When we extracted the metadata from the 2,141 files in the dump we found
that 1,446 of them were XMP tagged with a creator name “Chadwick Jason Seagraves.”

About BitsPerSample ColorComponents Creator DateTimeOriginal

‘uuid:fafSbdd5-ba3d-11da-ad31-d33d75182f1b 8 3 Chadwick Jason Seagraves  2018:02:27 15:39:18
‘uuid:fafSbdd5-ba3d-11da-ad31-d33d75182f1b 8 3 |IChadwick Jason Seagraves |2018:02:27 15:39:46
‘uuid:fafSbdd5-ba3d-11da-ad31-d33d75182f1b 8 3 Chadwick Jason Seaaraves 2018:02:27 15:40:11
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‘uuid:fafSbddS-ba3d-11da-ad31-d33d75182f1b
‘uuid:fafSbdd5-ba3d-11da-ad31-d33d75182f1b
‘uuid:fafShdd5-ba3d-11da-ad31-d33d75182f1b
‘uuid:fafShddS-ba3d-11da-ad31-d33d75182f1b
‘uuid:fafSbddS-ba3d-11da-ad31-d33d75182f1b

R e e g e

Chadwick Jason Seagraves  2018:02:27 15:54:37
Chadwick Jason Seagraves  2018:02:27 15:55:06
Chadwick Jason Seagraves  2018:08:01 15:59:16
Chadwick Jason Seagraves  2018:07:31 13:22:38
Chadwick Jason Seagraves  2018:07:31 14:07:13

00 0O 0 0 0|
W Wwwww!

Metadata extracted from the files in the dump pointed to a new lead.

To put it in perspective, 67.5% percent of the total files in the dump, a significant
portion, can be attributed to a device or software associated with this name. Therefore it
is fair to say that this name was worth checking out. We at the Anonymous Comrades
Collective, however, do not jump to conclusions. We proceeded to investigate this lead.

Who is Chadwick Jason Seagraves?

We located a “Chadwick Jason Seagraves” residing in Garner, North Carolina. He is an
employee of North Carolina State University in Raleigh, North Carolina where he works
in IT for the university’s libraries.

-
@ @ Message More...
Chadwmk S. 8 North Carolina State
University
Library Technology Services Leader at North Carolina State
n University of Kentucky
University

Garner, North Carolina, United States - 163 connections -

Contact info

nistration, operations, and business process
mer service department for Gateway Computers.

30 direct reports. Accomplished System

CHADWICK SEAGRAVES,
MSLS [

MANAGED DESKTOP
SERVICE MANAGER,
NORTH CAROLINA

STATE UNIVERSITY have operational aversight for I services ncuding desktop and helpdesk support network

services, technology purchasing, and consulting

Library Technology Services Leader
North Carolina State University

(L) Photo of Seagraves from cnext.com (R) Public LinkedIn profile belonging to Seagraves

But we can’t assume that the name “Chadwick Jason Seagraves” is unique, or that this
individual had anything to do with the doxes. And it is, of course, possible that someone
may have used his computer or software. It was necessary for us to determine how his
name fit into the scenario. While examining the contents of the collection, however, we
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came across something that opened up our investigation considerably.

What we found was a screen shot image of a Twitter post that referenced other images
included in this same collection. This tweet was a dox of minor by a Twitter user using
the handle “@roostersghost” and the image metadata indicated that it was created at or
just after the tweet was posted. According to the metadata, the creator of this file, like
many of the others, is tagged “Chadwick Jason Seagraves.”

recruits young kids like

to become involved in
their failed ideology and terrorist
activities. Where are the parents?

Elias McMahone @roostersghost - now I v
You ready for a life of anarchism and communism lil feller?

@
You bout that life? Internet, please help talk some sense into this young man
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O Q S/ [

IEIias McMahone @roostersghost - 1m I v

Look at this young man two years ago. Now he's an anComm?

) (5 ¢ %9, [

This image file was included in the collection of dox images. Sensitive
portions redacted, Twitter poster highlighted in red.

As mentioned, the images posted in this tweet are also included in collection of images
in the dump.

People You May Know See All

‘ 2+ Add Friend
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White redactions with black border by us. Red markup at top and black redaction at bottom right by the
creator of the image. The original image was found in the collection as well as a post on Twitter by
“@roostersghost”

We can reasonably conclude that the compiler of the dox material and the owner of this
Twitter account are likely the same person.

L S e— S
1 @ of Caridire
Airfa &)

Elias McMahone; A Heathen.

@roostersghost

7th gen American. Identifies as ManBearPig. Pronouns: Y'all/All Y'all. Gun cleaning
hobbyist. Toxically Masculine IRTNormies RHP «i\s

) North Carolina, USA [ Joined September 2017

1,745 Following 546 Followers

Other posts also indicate a link between @roostersghost and the dox compiler, such as
this one where @roostersghost replies to internet troll and conspiracy theorist Jack
Posobiec that he has a “large amount of info on Portland Antifa [that] can be made

available...”

§s, Jack Posobiec = @ @JackPosobiec - Jul 17, 2019
on ,)' Be a shame if someone had found a way to use facial recognition

software to track and ID every Portland Antifa terrorist in the Andy Ngo
assault and turned that information over to federal law enforcement...
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Q Elias McMahone; A Heathen.
' S @roostersghost
Replying to

A large amount of info on Portland Antifa can be made
available if you need it.

5:27 PM - Jul 17, 2019 - Twitter for Android

1 Like

Looking through the Twitter timeline of @roostersghost, who claims to be located in
North Carolina according the bio, we see that he has some interesting things to say about
people of color, social justice activists, and perceived leftists. For example, in this tweet
@roostersghost refers to young African-American men as “joggers,” a racist reference to
the killing of Ahmaud Arbery:

Elias McMahone; A Heathen. @roostersghost - Jun 2
% Just some joggers playing with dynamite.

% kiki @kierayay - Jun 2

#phillyexplosions video from the Stanton area Snapchat 2 days ago
(when explosions started), from the Temple student page. It's
dynamite.
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0:17 39.9K views

@roostersghost, much like the compiler of the dox information, also has a fixation on the
LGBTQ community:

Elias McMahone; A Heathen. @roostersghost - Oct 30, 2019
% Facts & stats, from authoritative sources, about &
that you won't hear. Did you know between 24% & 90% of
lesbians report being psychologically abused by their partners? 46% of
gay males report being molested, as compared to only 7% of hetero men.

FACTS AND STATISTICS ABOUT HOMOSEXUALITY AND THE GAY CULTURE THAT
MAINSTREAM h\dEII?IA WON’'T TELL YOU, I((:OMI"'II',BI? INTQ OANE 'NPA'I'; %I'I'I;Ll"‘ ‘IEH:OGRAPHIC

10t an attack on gay people or
HOMOSEXUALITY & SOCIAL, HOMOSEXUALITY & HOMOSEXUALITY & WELL-BEING,
RELATIONSHIP HEALTH EMOTIONAL, MENTAL HEALTH PHYSICAL HEALTH

A. Promiscuity A. Depression, Anxiety, and ‘Social Stigma® A. Sexually Transmil tted Discases

widerprrad

o Asmericun mem repoet having 15 o

angers Soveuty

B. Mortality

@roostersghost‘s bigotry is not surprising since he admits to being a member of the
extremist group “Proud Boys.”

Elias McMahone; A Heathen.
3 A @roostersghost

Replying to

My mother knows I'm a Proud Boy. She thanks me for
standing up for America. She's old school and
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and great grandsons. Too bad your mom didn't feel the
same.

8:24 AM - Oct 22, 2018 - Twitter Web Client

Q )

What links @roostersghost to Chadwick Jason Seagraves, however, are the several
examples of personal information posted by @roostersghost in his tweets. In this tweet
(assuming he mis-typed “younger”) @roostersghost indicates that his wife is eight years
younger than he is.

Elias McMahone; A Heathen. @roostersghost - Jul 21, 2019
lolol Grownass man here son. 20 years married. wife 8 years young with

huge hooters. Basement troll insults bounce off

(R U 1

We have confirmed through public records this is the case for Chadwick Jason
Seagraves. He was born in 1974. His spouse was born in 1982.
In this post @roostersghost mentions he has a 2-year-old daughter:

Elias McMahone; A Heathen. @roostersghost - Dec 11, 2019

My 2 year old daughter just made a beard from soap bubbles & said "I
have a beard Daddy".

Pretty sure he's trans now.
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We have confirmed that Chadwick Jason Seagraves does indeed have a daughter that

would have been two years of age at the time of this post. @roostersghost also posted the
name of his daughter (which we have redacted) in this tweet:

Elias McMahone; A Heathen.
<A @roostersghost
The irony when [l is a princess in Irish mythology...
I o 25, 201

I isn't “super tan” shes black. And stop white washing her. Y'all just hate
to see black representation in video games and it shows

6:34 AM - Nov 25, 2019 - Twitter for Android

O )
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We have redacted the image in the post in an effort to avoid an obvious connection to a
minor’s given name. To put the post in context, @roostersghost is making commentary
on the ethnicity of a fictional video game character that shares the name.

We have confirmed this name by examining social media posts of persons in Chadwick
Seagraves’ personal circle.

)
. Beauties ¢

See Translation - 22w

. Beautiful picture

gran

.
!
abab

S'-'.'cc:-l | can’t wait till you come
back to school. We have missed you.

In consideration of the information we have examined we are reasonably confident with
naming Chadwick Jason Seagraves of Garner, North Carolina as both Twitter user
“@roostersghost” and the compiler of the dox materials disseminated by Twitter user
“@O0to666Yamaguchi.”
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Chadwick Jason Seagraves in a 2017 mugshot.
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Chadwick Jason Seagraves in 2014.
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had prevented us from renewing.

MSLS, MANAGED DESKTOP SERVICE MANAGER, NCSU

Chadwick Jason Seagraves, 2020
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Favorite hat.

This is Chadwick Jason Seagraves

As we mentioned earlier in this report, Chadwick Seagraves is an employee of North
Carolina State University, working at NCSU campus IT as a Technology Support
Services Desktop Support Team Manager. Examining the time-date stamps in the
metadata of images tagged with his name it appears that he spent much of his time at
work creeping on people instead of attending to the IT needs of the NCSU library
system.

g Elias McMahone; A Heathen. @roostersghost - Oct 20, 2019
e

I is an academic librarian. | wonder how he spends his
time at work.

Funny, we were about to ask Chadwick that same question.

Now that we are aware that Seagraves is also the owner of the “@roostersghost” Twitter
handle another troubling fact comes to light. On at least one occasion it appears that
Seagraves doxed a student at his own university.

Elias McMahone; A Heathen.
%;Q‘/ @roostersghost

This young man supports & affiliates with
. He is a student at . Here you will see

https://accollective.noblogs.org/post/2020/11/17/doxer-g...
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him posting an intimidating message insinuating violence
to a conservative student while also claiming to be a

victim. |

Mujahideen (Arabic: .18l mujahidin) is the pl
of mujahid (Arabic: 1alxs), the term for one enga
Jihad (literally, “struggle”)

Its widespread use in English began with referencs
guerrilla-type militant groups led by the Islamist Afg
fighters in the Soviet-Afghan War, and now extend
other jihadist groups in various countries

This Tweet is unavailable.

12:57 PM - Nov 12, 2019 - Twitter Web App

1 Retweet 1 Quote Tweet 3 Likes

O ()

Seagraves doxed a student at NCSU, the same university where Seagraves works.

Seagraves began work at NCSU libraries in 2009. Being an experienced library systems
analyst one would expect that Seagraves would have a better understanding of digital
metadata, so it is with much irony that he slipped up with his own metadata.
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Elias McMahone; A Heathen. @roostersghost - Sep 14, 2019

Government making fakes w/ intact EXIF data for fake ID testing.
Apparently we are more likely to accept fakes that fit within our belief
system.. confirmation bias.

I never metadata I didn't like.

Seagraves seems relatively quiet on social media regarding his affiliation with the Proud
Boys hate group, possibly in consideration that it may affect his employment with a state

university.
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Seagraves with family. Note “UHURU" on t-shirt, a phrase commonly appropriated by the Proud Boys.

On Twitter, however, where he is (was) relatively anonymous, he is more vocal about his
affiliation.

Elias McMahone; A Heathen.

'Q P One of the fundamental tenets of belng a Proud Boy is that we support
S
the Second Amendment as strongly as we support the first. Violence is
only necessary in self-defense. That being said...

/N S g /'f '/Y".
’.._.,‘v "_"‘. “g: § f . K"’a\ [’

o\ LSURE THE HELL AINT ™
l wp;_mmmnounnss:
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In fact, we found an archived tweet from Dec 12, 2017 in which Seagraves’ Twitter bio
read “State President: NC Proud Boys Official.”

v user:
id: 912842338136928300
id_str: ""'912842338136928261"
name: "Elias McMahone"
screen_name: "roostersghost"
location: I "Raleigh, NC”I
url: null

w description: "State President: NC Proud Boys Official. Father.

Husband. Patriot. Trump Supporter. Constitutional
Conservative. Appalachian American. Scots-Irish"

translator_type: "none"
protected: false

Archived raw tweet in JSON format

And we managed to find Seagraves at a 2017 Proud Boys rally in Chapel Hill, North
Carolina chatting up neo-Nazi attorney and attorney-for-neo-Nazis Augustus Sol
Invictus.
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2017, Chapel Hill, NC; Proud Boys/FOAK rally; L: Augustus Invictus (red);R: Chadwick Seagraves (yellow),
Invictus (red).

Note earring, right ear, favorite hat.

Considering all these facts, we feel that Chadwick Jason Seagraves of Garner, NC is a
danger to our communities and a danger to the community of North Carolina State
University, where he is employed. He has expressed violent racist, homophobic and
transphobic views and is a member of the known hate group the Proud Boys.
Furthermore, Chadwick Jason Seagraves compiled and disseminated extensively
researched personally identifying information on persons for the purpose of harm
or harassment.

Please write, call or email North Carolina State University and NCSU Libraries to
inform them that their library services team leader has been using work time to creep on
people and dox university students. [CORRECTION/UPDATE: we have been informed
that Chadwick Seagraves is no longer affiliated with NCSU Libraries but is instead
employed by NCSU campus IT as a Technology Support Services Desktop Support
Team Manager]
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Conclusions and Further questions

In this report we have provided reasonable evidence that Chadwick Jason Seagraves is
the individual behind the collection of dox material disseminated by the Twitter user
“@O0to666 Yamaguchi.” There were no sophisticated techniques in his research; only
time on his hands and a monomania regarding alleged “leftists,” persons of color and
LGBTQ individuals.

However, this still leaves the question about the identity of “@Oto666 Yamaguchi”
unanswered. We do not believe that Seagraves was the person behind this Twitter
account, though he may have been working with this person. We expect that further
information will come to light in the near future.

Thanks go out to our friends @utah161 and a special anonymous comrade for their
contributions.

Anonymous Comrades Collective, Proudly powered by R* Privacy policy
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